(SMB Edition)

10 Controls + Evidence to Keep Ready
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MFA enforced for admin + cloud account

—

Evidence: policy/export

Least privilege + role-based access

Evidence: roles list

Quarterly access reviews

Evidence: signed review note

Offboarding within 24 hours

Evidence: checklist/ticket sample

Patch compliance tracked

Evidence: dashboard snapshot

Vulnerability scanning reviewed

Evidence: scan summary + remediation tickets
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EDR/MDR coverage confirmed

Evidence: deployment report

8 Backups monitored

Evidence: backup job report

9 Restore test performed
Evidence: restore test record

1 o Incident response plan + one tabletop/year

Evidence: plan + tabletop notes
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We prepare clients for audits; we do not certify.

Lumen21 specializesin IT security and compliance. It offers a range of solutions and services for organizations
that enable them to leverage the latest technologies and meet their regulatory and security responsibilities.
Lumen21 facilitates the compliance process and enables companies to measure, monitor, report, and
improve it. Lumen21 offers its 0365+ Compliance Service, which leverages Microsoft products such as
0365 Enterprise, Enterprise Mobility, Device Management, and Azure Storage, implementing the necessary
controls, configuring and monitoring them to meet regulatory standards. Therefore, at Lumen21, we believe
that regulatory compliance is not a simple declaration, but a continuous, verified, and certified process. You
can learn more about our solutions that help you comply with regulations in your IT operations and improve
your security. To do so, please contact us at sales@lumen21.com or visit us at www.lumen21.com
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